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Abstract: Following the Covid-19 pandemic, children have increased their use of mobile electronic devices to
access the internet. Among the main applications used by children between 9 and 17 years old are the social and
communication media platforms Instagram and TikTok (CGL.br, 2023). Consequently, they are more exposed to
risky situations (e.g. objectionable content, sexual predators, cyberbullying, etc). To address this scenario, we
conducted a systematic mapping study and a snowballing process evaluating 33 primary studies to identify recom-
mendations and general guidelines for parental control tools, which should be part of any social media app used
by children. Based on this study, we derived 16 functional (FR) and 13 non-functional requirements (NFR) for IT
companies to develop features that help caregivers and children promote online protection via assertive decisions
and proper safeguards. We used those functional requirements as lenses of analysis of the two main social media
software platforms largely used by children: Instagram and TikTok. Our findings revealed that TikTok’s parental
control features are more mature and present more options for supervising and restricting children’s online activities
than Instagram’s. Therefore, this research expands knowledge about the features for parental control and raises the

discussion around children’s protection and welfare as relevant digital citizens.
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1 Introduction

After the Covid-19 pandemic, we observed an increase in the
use of electronic devices by children, with the proliferation
of connected gadgets such as smartphones and tablets in their
routines (e.g. in classes, for online interaction with friends
or simply for fun - playing games or watching their favorite
vlogs). In Brazil, children are becoming familiar with digi-
tal technology at an increasingly young age, with a frequent
use of the internet — The number of children who had their
first access to the internet by the age of 6 increased by 10.5%
between 2018 and 2022 CGIL.br [2023].

The disparity in the use of mobile devices such as smart-
phones, tablets, and smart devices (e.g. smartwatches) over
other devices (e.g. desktop computers) causes a large use of
mobile apps in a regular user’s journey CGLbr [2023]. Atthe
same time, one-third of users globally are children UNICEF
[2019], which denotes their relevance for IT companies.

In 2022, 86% of Brazilian internet users between 9 and
17 years old already had a profile on at least one social me-
dia platform CGI.br [2023]. To ensure children’s well-being,
avoiding the excessive use of their data and situations that
affect their online security, we must understand if their pre-
ferred apps provide parental control features. The top-3 so-
cial and communication media platforms apps used by Brazil-
ian children aged 9 to 17 CGLbr [2023] is formed by TikTok,
Instagram, and Facebook, each one implementing its own
parental control features.

According to the Brazilian Society of Pediatrics (SBP),
children’s overexposure to electronic devices at an early age
can trigger social, behavioral, sleep, and eating problems, as

well as increase anxiety and exposure children to inappropri-
ate content for their age group Penina [2017]. According to
The Guardian, former employees of tech companies struggle
with safety concerns over their children’s use of social media
Bhuiyan [2024]. This context reinforces the need for proper
knowledge about parental control tools, which represents an
option for protecting children in the digital environment.
From the legal perspective, Brazilian Civil Rights Frame-
work for the Internet (in Portuguese: Marco Civil da Inter-
net, officially (Federal) Law No 12.965/2014) regulates the
use of the Internet by defining ethical principles and guaran-
tees for the digital environment to be a free and democratic
space, with a focus on ensuring privacy and personal data
protection BRAZIL [2014]. This legislation reinforces the
prohibition of child advertising BRAZIL [1990] and the to-
tal priority for the protection of children’s rights by society,
the state and companies BRAZIL [1988].The Brazil’s Gen-
eral Data Protection Law (in Portuguese: Lei Geral de Pro-
tecdo de Dados Pessoais - LGPD, officially (Federal) Law
No 13.709/2018) regulates the processing of children’s per-
sonal data, establishing among others that their data must be
processed in their best interest, and stating the age of consent
for data collection as 13 years old BRAZIL [2018].
Internationally, there are two famous important data pro-
tection regulations. The Children’s Online Privacy Protec-
tion Act (COPPA)! in the United States, regulates organiza-
tions that collect and use data from children under the age
of 13. The european General Data Protection Regulation

IChildren’s  Online Privacy Protection ~Act (COPPA) -
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-
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(GDPR)?, on the other hand, is a more general data protection
regulation, that states children as a vulnerable group needing
special protection. Both regulate collection, storage and pro-
cessing without parental consent of children’s personal data
under a certain defined age.

In another perspective, social media apps used by young
users have age ratings. Highly relevant platforms like Insta-
gram and TikTok, for example, require a minimum age of 13
for registration. However, immature age verification mecha-
nisms enable underage youth to create profiles and start ex-
ploring these platforms Pasquale et al. [2022]. In addition,
these platforms often expose children to advertising and inap-
propriate content such as pornography, drugs, violence and
cyberbullying, or self-harm Dvorak [2024].

Many parents are not familiar with technological tools, in-
cluding those provided by apps used by their kids, which pre-
vent children from getting proper guidance Matos [2021]. In
addition, less than 10 percent of children on Instagram had
enabled the parental supervision setting by the end of 2022
Nix [2024]. Therefore, two problems emerge: (i) a lack of
assertive communication for the protection of children in the
digital environment, and (ii) excessive and unsupervised use
of smartphones, the main vector of internet access for young
people CGL.br [2023]. This scenario motivated us to explore
the following research questions (RQ):

* RQI - What are the ideal requirements for parental con-
trol features in social media apps used by children?

* RQ2 - What are the key features for parental control
offered by social media platforms?”

To address RQ1, we identified the ideal requirements for
parental control tools in the literature through a systematic
mapping study that encompassed a snowballing process. Our
analysis of 33 primary studies enabled the definition of 29
requirements, which we classified in 2 main categories: non-
fuctional requirements and functional requirements (catego-
rized into 4 dimensions). As an additional contribution, we
addressed RQ2 by using the defined functional requirements
to examine features for parental control provided by the two
main social media platforms most commonly used by chil-
dren from 9 to 17 years old: Instagram and TikTok CGI.br
[2023]. The research steps were conducted by the first author
under the supervision of the second author, an expert in the
field of Human-Machine Interaction who reviewed each pre-
liminary result (e.g. he strengthened the study by indicating
papers to include in the mapping phase, during snowballing).

The rest of this paper is structured as follows. In Section
??, we present our conceptual background. Section ?? de-
tails the methodology. Sections ?? and ?? present our contri-
bution: (i) the list of requirements for parental control tools,
and (ii) their application to examine two social media plat-
forms, TikTok and Instagram. Finally, Section 2 describes
the research’s impact on academia and practice, together with
threats to validity and future work.

2General Data Protection Regulation (GDPR) - https://gdpr-info.eu/
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2 Conclusion

2.1 Contribution for Research and Practice

This systematic mapping study on parental control tools in
social media platforms used by children sheds light on the
critical need for robust measures to ensure children’s online
safety. By examining the requirements for parental control
tools and conducting an analysis of the most popular social
media platforms among children between 9 and 17 years old
(i.e. Instagram and TikTok), it is evident that there is a press-
ing demand for enhanced features that cater to the specific
needs of young users and parents.

Our findings revealed TikTok’s parental control features
are more mature in regards to Instagram protection features
as it presents a varied and wider set of options for super-
vising and restricting children’s online activities than Insta-
gram’s. Both platforms totally or partially comply with re-
quirements from Platform-Parent-Child s dialogue category
encouraging dialogue and considering parent-children opin-
ions while developing these features. However, they still
struggle to comply with Parent-Children's Privacy require-
ments, neglecting at least 2 requirements, and providing little
information about some privacy concerns in parental control.

We believe our findings are valuable for both academia
and industry. By mapping parental control requirements
and highlighting areas for improvement in social media plat-
forms, we contribute to the ongoing dialogue on children’s
safety and education in the digital environment. These re-
sults underscore the importance of continuous evaluation and
evolution of parental control tools on popular apps to better
protect young users from potential risks and vulnerabilities in
the digital space. We clarified the concept of parental control
tools, and described the main parental control functionalities
for children’s safety in their preferred apps.

Moving forward, IT companies and policymakers must
collaborate in developing comprehensive parental control
tools that prioritize children’s safety and privacy. The align-
ment with international standards can provide more mature
features and create a safer online environment for young
users. This study serves as a possible catalyst for future re-
search and innovation in the field of online child protection,
emphasizing the shared responsibility of all stakeholders in
safeguarding the well-being of our digital natives.

2.2 Threats to Validity

Even though we had systematically structured our work (e.g.
using search string, performing a forward and backward
search, extraction spreadsheet, etc.), our search procedure
may have overlooked relevant articles, which is a threat to
internal validity. To address this potential threat, we per-
formed forward and backward searches and relied on expert
referral, adding important studies (e.g. outside of our search
time frame from 2018 to 2023). In addition, we heavily re-
lied on data information about Brazilian’s children internet
usage, reducing our scope to this context.

To raise construct validity, we had one researcher map-
ping the data in the papers and another one validating the
resultant selection and interpretation. These steps were crit-
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ical since we were dealing with subjective evidence, such
as non-functional requirements or how a given requirements
was implemented by a company/platform.

The final step of our data collection, during the search pro-
cess, involved the review of results by a single expert. This
fact represents a possible threat to external validity, though
we relied on his experience with the methodology (the sec-
ond author had performed around ten mapping studies) and
topic (in recent years, he supervised several students on chil-
dren’s rights, protection and security by tech companies).

2.3 Future Work

Our upcoming studies aim to enrich the set of requirements
by analyzing gray literature (e.g. governmental reports, rele-
vant IT news portals and large-circulation outlets, specialists’
recommendations for Parental Control solutions providers,
recognized non-governmental institutions, etc) that could
bring more features. We will also discuss the results with
representatives of the two companies (i.e. Meta’s Instagram
and Bytedance’s TikTok) based on collaboration with institu-
tions such as the Alana Institute and Fairplay, which hold a
direct dialogue with such players.
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